UNIVERSITI TEKNOLOGI MALAYSIA

@ wiersm tenoloa maavsa  ASCEND
2030

INSTRUMENTATION & 10T

Prepared by:
ASSOC. PROF. TS. DR. ANITA AHMAD
DR. MUHAMMAD ARIFF BIN BAHARUDIN

Innovating Sustainable Solutions



U T M UNIVERSITI TEKNOLOGIMALAYSIA

universiti TeknoLoal maLavsia  ASCEND
2030

Brief Intro




ooooooooooooooooooooooo

unversii TeknoLoa maLavsia A SCEND
0

THE 4 MAIN COMPONENTS OF IOT

Every complete IoT system integrates these four building blocks — from sensing the world to showing it to people.

G@ Q@ 6 G@

Sensors & Devices

Collect data & act

5 @

Temp sensor Camera

Smart bulb MCU board

Connectivity

Carry data to the cloud

= 3

Wi-Fi Bluetooth

(lA') ﬂ

Cellular / 5G Ethernet

Source: DataFlair — “How loT Works: 4 Main Components of an loT System”

Data Processing

Turn data into insight

Cloud Database

H

Al / ML Analytics

User Interface

People see & control

J o

Mobile app Web app

A

Dashboard Alerts
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1 Sensors

3 Processing

@&UTM ™ | 10T COMMUNICATION PROTOCOLS

4 Interface

Communication protocols are the “languages” used inside the Connectivity layer — Component 2.

CATEGORY Application-layer (data / messaging) protocols

MQTT

Message Queuing Telemetry Transport

Publish / Subscribe - TCP

Lightweight pub/sub for constrained,
unreliable networks.

AMQP

Advanced Message Queuing Protocol

Message queue - TCP

Reliable queued messaging with
delivery guarantees.

HTTP / HTTPS

HyperText Transfer Protocol

Request / Response -

Universal REST — simple and
everywhere, but heavier.

WebSocket

Full-duplex over one TCP socket

Full-duplex - TCP

Persistent two-way channel for real-
time dashboards.

CoAP

Constrained Application Protocol

Request / Response - UDP

REST-style for tiny low-power
devices; maps to HTTP.

DDS

Data Distribution Service

Data bus (pub/sub) - UDP

Real-time data bus for industrial,
mission-critical loT.

How it stacks: these run over transport (TCP / UDP), which ride on the link/radio protocols — Wi-Fi, BLE, Zigbee, cellular, LoRaWAN — from jhe Connectivity component.

Sources: Arshon Inc.; Minew; HiveMQ — loT communication protocols.
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Sensors & Devices

Collect data & act

8

LDR

LED ESP32
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Connectivity

Carry data to the cloud

= 0

Wi-Fi MQTT

Data Processing

Turn data into insight

Node-RED

Cloud

| WALKTHROUGH: IOT LIGHT MONITOR & LED CONTROL

User Interface

People see & control

Node-RED

Web app
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How MQTT Works

Lightweight publish/subscribe messaging for loT devices
Est. 1999 (IBM & Arcom) e Standardized as ISO/IEC 20922 e Current version: MQTT 5.0 ¢ Runs over TCP/IP

Temperature
Sensor Mobile App

Publishes readings every Subscribes to alerts
5s

Motion Sensor Cloud Dashboard

Publishes on movement MQTT BROKER Subscribes to all sensor

detected data
Routes every message to the right subscribers — filtered by Topic

Example topic:

Smart Camera Smart Actuator
Publishes snapshot home/livingroom/temperature Subscribes to control

events commands

QoS 0 — At most once QoS 1 — At least once QoS 2 — Exactly once
Fire-and-forget. Fastest, but a message can be Acknowledged delivery. Guaranteed, but Four-step handshake. Guaranteed, no
lost. duplicates possible. duplicates — slowest.
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https://www.hivemqg.com/products/matt-cloud-broker/

& C O B https://www.hivemg.com/products/mqtt-cloud-broker/ B <& @ ¥ @ 3 @ =

Announcing HiveMQ Pulse, the Distributed Data Intelligence Platform. Join the Private Preview

RECOMMENDED
Serverless Starter Enterprise
Free Starting from $0.34/hour Custom Suite-Based Pricing

+ $0.80/million messages

Register free accoun

A basic MQTT broker for learning and Complete MQTT platform for testing Fully customizable MQTT platform for
experimenting with MQTT. and small-scale production. sophisticated workloads.
A great place to play Everything in Serverless, plus Fully Customizable Options
Shared MQTT platform Dedicated MQTT platform Unlimited data throughput
100 connections free Unlimited connections Exclusive infrastructure
10 GB data traffic per month Up to TMB/s data throughput Any region
MQTT 3.1,3.1.1,5.0 Client certificate authentication Private Link lnnovating Sustainable Solutions

i vl LS oo HiveMQ Control Center Support for custom
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C O B &2 https://auth.hivemq.cloud/login?state=hKFo2SA4QXVfeEtMcl ¥ © & @ G‘

CLOUD

@ HIVEMQ

Unleash the Potential of loT
with HiveMQ Cloud.

HiveMQ Cloud is a fully-managed
service for your loT messaging needs.

+ Start for Free: Kickstart your loT journey

by connecting up to 100 devices for free.

+ Unrestrained Integration: Boost your use
cases with seamless data integration
with third-party services.

+ Scalability with Ease: Upgrade as
needed. HiveMQ Cloud offers reliability
and security, irrespective of scale.

" Total MQTT Support: Leverage our

Anrmniloata ciinknAart fAar tha NMAOTT

UTM M | SETTING UP MQTT - HIVEMQ

Log In Sign Up

@ LOG IN WITH GITHUB

-~
J

LOG IN WITH LINKEDIN

LOG IN WITH GOOGLE

or

yours@example.com

your password

Don't remember your password?

LogIn>

Use google.
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SETTING UP MQTT - HIVEMQ

O B &° https://console.hivemq.cloud/create

@ HiveMQ Cloud Q, Search in documenta

ORGANIZATIONS

Muhammad Ari v Fo SeleCt the HiveMQ (
heed

CLUSTERS OVERVIEW +

Free #1

Serverless

FREE

By selecting Get Started you agree to our
current SaaS Terms &.

e S e (B ey Create a serverless cluster

No credit card required

A basic MQTT broker for learning and

experimenting with MQTT. Innovating Sustainable Solutions
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C O B & https://console.hivemg.cloud o

g HiveMQ Cloud Q_ Search in documentation

5ANIZATIONS

Auhammad Ari v foX Your C'_USters Create New Cluster % Quick Start

JSTERS OVERVIEW + ServerleSS

FREE

e #1

URL
191aa96df01a49a9a6f890a89d601bcd.s1.eu.hivemq.cloud

Port (TLS) Started
8883 2025-03-23T08:13:00Z

Manage Cluster Select manage cluster
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< C O [5 o= https://console.hivemq.cloud/clusters/191aa96df01a49a9a 9 © Y 0 ﬁ @ =

@ y . ® ©®

ORGANIZATIONS

Muhammad Ari v 8, Free #1

Overview Overview tab.

CLUSTERS OVERVIEW +

Free #1 Connection Details

Comprehensive details and statistics for your cluster This is the url that

you will use.
URL

191aa96df01a49a9a6f890a89d601bcd.s1.eu.hivemq.cloud O

Port

8883 '

Websocket Port This is the port you

8384 will use.

)

| Innovating Sustainable Solutions
TLS MQTT URL
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Access Manhagement
v 8 Free #1 tab.
Overview Access Management
- +
& Authentication
Credentials Hide

Currently you have not created any credentials. Fill out the following form
to create an access credentails pair and limit access to your HiveMQ
Cloud MQTT instance. To learn more check out our Security
Fundamentals guide.

Let's create some credentials

It seems like you haven't set up any credentials yet. No worries, setting up the
credentials is quick and easy.

Add credential.

Add Credentials
Innovating Sustainable Solutions
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Overview Access Management Integrations Web Client Getting St
+

(5 Authentication

Credentials Hide

Currently you have not created any credentials. Fill out the following form
to create an access credentails pair and limit access to your HiveMQ
Cloud MQTT instance. To learn more check out our Security
Fundamentals guide.

Username * Permission *
Set dany username you
AllahMyR4bb
want.
Password * Confirm Password *

Set any password you

[ AllahMyR4bb
want.

Password must contain at least one digit

Innovating Sustainable Solutions
Save Cancel
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Q, Search in documentation @ ®

d

o, Free #1

Overview Access Management Integrations Web Client Getting St

(5 Authentication

Credentials Hide

Currently you have not created any credentials. Fill out the following form
to create an access credentails pair and limit access to your HiveMQ
Cloud MQTT instance. To learn more check out our Security
Fundamentals guide.

Username * Permission *
AllahMyR4bb Publish and Subscribe

Password * Confirm Password *

[ AllahMyR4bb Ny ] AllahMyR4bb

Password must contain at least one digit

Save

UTM ™ | SETTING UP MQTT - HIVEMQ

Select publish and
subscribe.

Password must be
same.

Save.

Innovating Sustainable Solutions
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iv 8 Free #1

Overview Access Management Integrations Web Client Getting St

[EW +
e] Authentication

Credentials Hide

Currently you have not created any credentials. Fill out the following form
to create an access credentails pair and limit access to your HiveMQ
Cloud MQTT instance. To learn more check out our Security
Fundamentals guide.

NAME PERMISSION ACTIONS
AllahMyR4bb PUBLISH_SUBSCRIBE ]

Credential created.
Add new credential

This functionality is available in Cloud Starter and higher tier plans.

Innovating Sustainable Solutions
Compare plans
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Q, Search in documentation @ @

o Free #1

Overview Access Management Integrations Web Client Getting St

© Please connect to the WebClient in order to subscribe to topics

Connection Settings

Connect to your HiveMQ Cloud Cluster with your credentials. Do not worry you can
quickly connect with autogenerated credentials.

Username & Password same

Username * Password * as we set just now.
AllahMyR4bb AllahMyR4bb N
Connect Must connect when we want
to use.
J |

Innovating Sustainable Solutions
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Node-RED




M ffm'ﬂ Node-RED Installation Guide

https://www.influxdata.com/blog/guide-installing-node-

red/

Innovating Sustainable Solutions
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sudo node-red ==

node—-red

Once loaded, copy the IP address given and paste it into the browser.
Usually, the address is as follows:

http://127.0.0.1:1880/

Innovating Sustainable Solutions
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@ @ = E Node-RED : Flow 1 * + o

<« C O O == 1270.0.1:1880/#flow/3a391442638eafdc T ® 4+ 0 51 O

|:H:'E|:| Node-RED

* common T all nodes - mall -

inject
debug
complete
Nodes

catch
status
link I
link call

link out

comment

Flow Configuration/Output

~ function
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Node-RED FLOW INTERFACE

User Settings

Export

Search flows

Configuration nodes
Flows
Subflows

Groups

Manage palette

Settings

Keyboard shortcuts
Node-RED website
v4.0.9

Settings

Palette

Keyboard

Environment

Nodes Install

Q filter nodes

© @flowfuse/node-red-dashboard &
¥ 1.30.2

> 27 nodes

& node-red
¥ 5.04

> 50 nodes

& node-red-contrib-open
¥ 1.0.0

> 1 node

& node-red-dashboard &
¥ 3.6.5

> 21 nodes

remove

update to 3.6.6

Close

disable all

Innovating Sustainable Solutions



UTM ™ | Node-RED FLOW INTERFACE

nversiti TeknoLoal matavse A SCEND
20

OWPN Q@ 5 ©® » =

+ - v E] Import nodes

wp { Edit
232 4 View Clipboard Paste flow json or X, select a file < | > = v 95 _ node-red ¢ Q Search
: < Arrange
J )
Local | Yesterday Size Date Added
b Import example-flow.json 11 KB Yesterday at 6:22 PM
Examples
1cani Export
ES.
Search flows
= E
v Configuration nodes
< Flows
< Subflows
< Groups
¥ DE
Manage palette
II2
- Settings Import to new flow Show Options Cancel m
dev
Keyboard shortcuts
> Cancel
te Node-RED website
o
ﬂc v5.0.4

Innovating Sustainable Solutions
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Flow 1 ESP32 MQTT Dashbo  N-R_ESP32 Demo ) .
Edit mgtt in node

Delete
 incoming | I
@ connected £+ Properties
Q@ Server
® connected
Action
=
@ connected
oS
) —— o
@ connected
® Output
o
¥ Name

[ —
.-—

Threshold 0=

@ connected

e e

M ~nnnected

)= 0 + ] eud e | Sl SR

ii!

Cancel Done

HiveMQ Cloud v 4 +
Subscribe to single topic v

devices/esp32-demo/#

auto-detect (parsed JSON object, string or buffer) v

ESP32 telemetry

Innovating Sustainable Solutions
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Edit mqtt in node > Edit mqtt-broker node Edit mqtt in node > Edit mqtt-broker node
Delete Cancel Delete
£+ Properties n B £+ Properties
¥ Name HiveMQ Cloud ® Name HiveMQ Cloud
Connection Security Messages Connection Security

@ Server 1912a96df01a49a9a6f890a89d601bcd.s1.eu.l Port 8883 & Username AllahMyR4bb
Connect automatically 8 Password | eecesees
Use TLS Add new tls-config... v +

£ Protocol MQTT Vv3.1.1 v

W Client ID node-red

® Keep Alive 60 S

1 Session Use clean session

Cancel Update
= JE

Messages

Innovating Sustainable Solutions
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[ @ connected i

@ connected
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| NON % HiveMQCloud | Arduino IDE 2.3.10
Q e @  XIAO_ESP32C3 v L O
LIBRARY MANAGER HiveMQCloud.ino
N-R_ESP32 10
Type: Al v 11 Then point your Node-RED mqgtt-broker node at the SAME cluster URL / port 8883,
Topic: | Al v 12 tick "Use TLS", and enter the same username/password. Both ends meet in the cloud.
‘[[Ih Arduino_ESP32_OTA by 13 L

Arduino 14 Library: N-R_ESP32 (needs PubSubClient installed)
Firmware update for ESP32. This
Ii-brary allows performing a 15 */
T\:’g:\év?r:’foupdate on ESP32. 16
031 ~ 17 #include <NodeBridge.h>

18

19 NodeBridge bridge;
N-R_ESP32 by xXMarifFXx 20
1.0.1 installed .
Dead-simple ESP32 <-> MQTT <-> 21 VOld SEtup() {
Node-RED bridge. Hides WiFi, 22 Serial.begin(115200);
MQTT connect/reconnect, topic...
More info 23
101~ REMOVE Output  Serial Monitor X @ =D

Not connected. Select a board and a port to connect automatically. New Line v

75emi BMI270 by 7Semi
<info@7semi.com>

Arduino library for the Bosch
BMI270 IMU (7Semi wrapper)
Provides easy initialization and...
More info

1.0.0 ~ INSTALL

Ln 21, Col 15 XIAO_ESP32C3 on /dev/cu.usbmodem1101 [not connected] 0 B .

Innovating Sustainable Solutions
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@ ArduinoIDE File Edit Sketch

pe e New Sketch

| Open...

LIBRARY MAN‘\ Open Recent

N-R_ESP3Z Sketchbook
Al 1 Examples

All | Close

Type:
Topic:

i W Save

Arduino_E¢ SaveAs...

New Cloud Sketch

Tools

# N
X3#EN
#0

w

N
w

(=),

Arduino

Firmware update for ESP32. This
library allows performing a
firmware update on ESP32.
More info

031 v INSTALL

N-R_ESP32 by xXMarifFXx
1.0.1 installed

Dead-simple ESP32 <-> MQTT <->
Node-RED bridge. Hides WiFi,
MQTT connect/reconnect, topic...
More info

1.01 v REMOVE

7Semi BMI270 by 7Semi
<info@7semi.com>

Arduino library for the Bosch
BMI270 IMU (7Semi wrapper)
Provides easy initialization and...
More info

1.00 v INSTALL

LN N NN B 1 S

Output

Help

WiFiProv
Wire
Zigbee

Examples from Custom Libraries
Adafruit BuslO

Adafruit Feather OLED
Adafruit GFX Library
Adafruit LC709203F
Adafruit SH110X

Adafruit SSD1306

Adafruit Unified Sensor
Arduino_LSM6DS3
Arduino_SpiNINA
AzureloT

Blynk
Blynk_Async_ESP32_BT_WF
Blynk_WiFiManager
BlynkESP32_BT_WF
BlynkNcpDriver
DFRobot_DHT20

DHT sensor library

ESP Async WebServer
ESP_DoubleResetDetector
ESP_MultiResetDetector
ESP32Servo
Ezo_l|2c_lib-master
FastLED

LittleFS_esp32
N-R_ESP32

PubSubClient

ThingSpeak

U8g2

WIFIiNINA

Vv VvV VvV VvV ¥V V VvV VvV V VvV VvV V V V V V VWV V VW VWV V V V V V V V V. VvV

LIBRARY EXAMPLE

% HiveMQCloud | Arduino IDE 2.

lode—-RED mqtt-broket

aind enter the same

32 (needs PubSubC1

je.h>

200) ;

rct automatically.

BasicTelemetry

HiveMQCloud

ReceiveCommands

SensorAndActuator

Innovating Sustainable Solutions
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HiveMQCloud.ino

18

19 NodeBridge bridge;

20

21 void setup() {

22 Serial.begin(115200);

23

24 bridge.wifi("ShadowFox", "asdfghjkl")

25 .broker("191aa96df01a49a9a6f890a89d601bcd.sl.eu.hivemq.cloud") // vyc
26 .secure() // TLS on. See note below to
27 . login("Al1lahMyR4bb", "AllahMyR4bb")

28 .debug(true);

29

30 // Example command coming from Node-RED (devices/esp32-demo/led/set)
31 bridge.on("led", [](Value v) { digitalWrite(2, v.asBool()); });

32
33 pinMode(2, OUTPUT);

34 bridge.begin("esp32-mariff");
35 }

Innovating Sustainable Solutions
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TASK 1

Familiarize with the interface and coding and
get your lol system started

Innovating Sustainable Solutions
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TASK 2

Use available components and build an
interesting loT System.

Innovating Sustainable Solutions
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Thank you

For more info about this report,

send an email to XOOOXXX XXX
16
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