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Brief Intro



THE 4 MAIN COMPONENTS OF IOT

Innovating Sustainable Solutions

Every complete IoT system integrates these four building blocks — from sensing the world to showing it to people.

→ → →

1

Sensors & Devices

Collect data & act

Temp sensor Camera

Smart bulb MCU board

2

Connectivity

Carry data to the cloud

Wi-Fi Bluetooth

Cellular / 5G Ethernet

3

Data Processing

Turn data into insight

Cloud Database

AI / ML Analytics

4

User Interface

People see & control

Mobile app Web app

Dashboard Alerts

Source: DataFlair — “How IoT Works: 4 Main Components of an IoT System”



IOT COMMUNICATION PROTOCOLS
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1  Sensors › 2  Connectivity › 3  Processing › 4  Interface

Communication protocols are the “languages” used inside the Connectivity layer — Component 2.

CATEGORY   Application-layer (data / messaging) protocols

MQTT
Message Queuing Telemetry Transport

Publish / Subscribe  ·  TCP

Lightweight pub/sub for constrained, 
unreliable networks.

HTTP / HTTPS
HyperText Transfer Protocol

Request / Response  ·  TCP

Universal REST — simple and 
everywhere, but heavier.

CoAP
Constrained Application Protocol

Request / Response  ·  UDP

REST-style for tiny low-power 
devices; maps to HTTP.

AMQP
Advanced Message Queuing Protocol

Message queue  ·  TCP

Reliable queued messaging with 
delivery guarantees.

WebSocket
Full-duplex over one TCP socket

Full-duplex  ·  TCP

Persistent two-way channel for real-
time dashboards.

DDS
Data Distribution Service

Data bus (pub/sub)  ·  UDP

Real-time data bus for industrial, 
mission-critical IoT.

How it stacks:  these run over transport (TCP / UDP), which ride on the link/radio protocols — Wi-Fi, BLE, Zigbee, cellular, LoRaWAN — from the Connectivity component.

Sources: Arshon Inc.; Minew; HiveMQ — IoT communication protocols.



WALKTHROUGH: IOT LIGHT MONITOR & LED CONTROL
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ESP32  +  HiveMQ Cloud  +  Node-RED

→ → →

1

Sensors & Devices

Collect data & act

LDR

LED ESP32

2

Connectivity

Carry data to the cloud

Wi-Fi MQTT

3

Data Processing

Turn data into insight

Cloud

4

User Interface

People see & control

Web app



MQTT Config



SETTING UP MQTT - HIVEMQ
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SETTING UP MQTT - HIVEMQ
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Register free account

https://www.hivemq.com/products/mqtt-cloud-broker/
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Use google.

SETTING UP MQTT - HIVEMQ



SETTING UP MQTT - HIVEMQ

Innovating Sustainable Solutions

Create a serverless cluster



SETTING UP MQTT - HIVEMQ
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Select manage cluster



SETTING UP MQTT - HIVEMQ
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This is the url that
you will use.

This is the port you
will use.

Overview tab.



SETTING UP MQTT - HIVEMQ
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Add credential.

Access Management
tab.



SETTING UP MQTT - HIVEMQ
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Set any username you
want.

Set any password you 
want.



SETTING UP MQTT - HIVEMQ
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Select publish and 
subscribe.

Password must be
same.

Save.



SETTING UP MQTT - HIVEMQ
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Credential created.



SETTING UP MQTT - HIVEMQ
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Username & Password same 
as we set just now.

Must connect when we want 
to use.



Node-RED



Node - RED Installation Guide
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https://www.influxdata.com/blog/guide-installing-node-
red/
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Node - RED RUN
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sudo node-red node-red

http://127.0.0.1:1880/

Once loaded, copy the IP address given and paste it into the browser.
Usually, the address is as follows:



Node - RED FLOW INTERFACE
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Nodes

Flow Configuration/Output



Node - RED FLOW INTERFACE
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Node - RED FLOW INTERFACE
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Node - RED FLOW INTERFACE
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Node - RED FLOW INTERFACE
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Node - RED FLOW INTERFACE
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ESP32



ARDUINO IDE LIBRARY

Innovating Sustainable Solutions



LIBRARY EXAMPLE
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INSERT YOUR INFO
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PRACTICE



TASK 1
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Familiarize with the interface and coding and 
get your IoT system started



TASK 2
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Use available components and build an 
interesting IoT System.



Thank you
For more info about this report,
send an email to XXXXXXXXXX
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