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1. INTRODUCTION

1.1. Scope

This document describes an application’s example for the Telit Charlie board, which is
used to detect a freefall. All the features and solutions described in this document are
applicable to Telit Charlie Evaluation Kit.

1.2. Audience

This document is intended for Telit customers, especially system integrators, about to
implement their applications using the Telit Charlie Evaluation kit.

1.3. Contact Information, Support

For general contact, technical support services, technical questions and report of
documentation errors contact Telit Technical Support at:

Alternatively, use:

For detailed information about where you can buy the Telit modules or for
recommendations on accessories and components visit:

Our aim is to make this guide as helpful as possible. Keep us informed of your comments

and suggestions for improvements.

Telit appreciates the user feedback on our information.
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1.4. Symbol Conventions
ﬂ Danger: This information MUST be followed or catastrophic
equipment failure or personal injury may occur.

Warning: Alerts the user on important steps about the module
integration.

& Note/Tip: Provides advice and suggestions that may be useful when
integrating the module.

‘ Electro-static Discharge: Notifies the user to take proper grounding
‘m precautions before handling the product.

Table 1: Symbol Conventions

All dates are in ISO 8601 format, that is YYYY-MM-DD.

1.5. Related Documents
e ME310G1/ME910G1/ML865G1 AT commands Reference Guide, 80617ST10991A
Rev.9

e Charlie EVK HW User Guide, 1VV0301670 Rev. 5
e |LwM2M AT Commands Reference Guide, 80529ST10974A Rev. 4

e How to generate freefall interrupt using BMA4QO, Bosch Sensortec
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2. PREREQUISITES

2.1. Hardware

You need a Telit Charlie board, a cellular antenna and a micro-USB cable. The Telit
Charlie Evaluation kit can be found at https://www.telit.com/developer-zone/charlie/.

ﬂ The Charlie Board Evaluation Kit comes with the Hardware User Guide.

Please read carefully the Charlie’s HW User Guide first.

2.2. Software

The software used are Arduino IDE version 1.8.15 and a serial terminal tool (i.e. Tera
Term). Telit AT Controller (TATC) is recommended, please download it from

https://telit.com/developer-zone/charlie/

You also need a browser to connect the board with OneEdge.
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3. SETUP SOFTWARE
Dowload the Arduino IDE and the Arduino library for Telit module ME310G1 at

https://github.com/telit/arduino-me310-Llibrary.

Download the Grove_3Axis_Digital_Accelerometer_BMA40O library from
https://github.com/Seeed-Studio/Grove 3Axis_Digital Accelerometer BMA400.

To add the Charlie Board on Arduino IDE, click on File->Preference. Enter the release
link into Additional Board Manager URLs field:

https://raw.githubusercontent.com/telit/arduino-charlie/main/Arduino/package Telit-
board index.json.

Click on Tools->Boards...->Boards manager and install Charlie platform. Select your
Charlie board from 7oo0ls->Board after installation.

To add the library for the accelerometer, go on Sketch->Include library->Add .ZIP Library
and select the folder or ZIP file which would you import.
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.4. SETUP IOT PORTAL ONEEDGE

To manage the module through the loT portal it is necessary to have an account on
OneEdge loT platform.

4.1. Register your account

Go to https://portal-dev.telit.com/app/login .

TELIT loT PORTAL

CONNECT - MANAGE - INTEGRATE

ER L L
PERRERRAREE
'

i Email address

Password

Login

-~

Recover account / Reset password

Create account

Cui‘bat.‘pilatform: Development-US(Change)
o ‘_‘Q B

~d ~
~

€& 5F fa o e A £

Powered b devicerSE"

Figure 1: Log in page

If you have an account, skip this and continue to read from 4.2 Setup the thing definition
and device profile.

Click on “Create account”, enter your email and then look for an activaction link in your
email folder.
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Complete your Telit loT Portal account registration = * . & 2
deviceWISE loT Platform <noreply@devicewise com» g Py

Thank you for requesting a new Telit loT Portal user account
To complete the registration process, please click on (s link or copy and paste this URL [hitps Voneedge devicewise nelapp/signup/
| Into your browser

Upon submutting the completed registration form, you will receive a weicome email and be ready to start creating your own solutions for m2m
and the Internet of Things

Figure 2: Activation link

Click on link or copy and paste the link to your browser. The following form will appear

Account creation for
SaTgre@yourooman com

Password rules
The password must be at least § characiers long
The Password must contain at least
ono apha character (3-2 and A-7)
One BUMenc character (0-9)
one Specid characier fom s st T @SN A () -_=e]] T« 217
The password must not
CONAIN spaces
DOQIN WEN AN ExCaMAtion | | ) o 3 question mank { 7))
CONERIN your g 0
CONAIN yOur regisiered email 0o ess
THE PAsSWOrd CAnn0! CONLAN repEatng Characier SINQs of 3 of More entca charmacierns, .9 11117 or "sa
The SEQUEnce of e Srst 3 Characiers cannol bé » your login 1D

Passworcs are Yegled 8% Case sensiive

Figure 3: Account creation

The fields marked with * are mandatory. Please make sure all fields are correctly filled.
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Organization names may be duplicated.

Organizaton keys are unique, please choose a different key value

Then accept privacy policy and Terms and Conditions.

4.2. Setup the thing definition and device profile

Thing definition and device profiles define which capabilities are provided by the device.

Specifically, the device profile provides all the information to bind the LwM2M object to
the real properties, events and commands- the device data model.

Click on tab Developer.

all Dashboards ‘2. Things &) connections 7/ Developer ©Help Q

Figure 4: Menu tabs loT portal
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.Click on Thing definition on the left menu.

GENERAL
& API log

E API tester

= Applications
&1 Campaigns
/AError codes
B Event log

& Files

™ Resources

& Triggers
CONNECTIONS
() External SMS
THINGS

@ Geofences

i Method aliases

@ Thing definitions

LWM2M

YA CoAP pre-shared keys

Figure 5: Left menu Thing definition

Click on tab Import.

Developer

Thing definitions

m 19 thing definitions found.

Name &
eze i Default
Ldracy | ME310G1-W1
ozl ME310G1-WwW

Figure 6: Import Thing definition

80xxxNTTyyyyA
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me310g1-wi

me310g1-ww

Page 12 of 40

Not Subiject to NDA

Telit

"

2021-07-20



® *
Telit Charlie Evaluation Kit. Application example -I-ent

I.n the next page, click on Attach file and select the file thing_defs.json. Then click on
Import button.

Developer Thing definitions

Thing definitions import

1

[ Attach File

2

Import Cancel

Figure 7: Attach file and Import buttons

Note- Please make sure that the JSON file imported on the thing definition is
reporting “thing definition” and not “device profile” in the name.

4.2.2. Import Device profiles

Go back on Developer section and select Device profiles from the left menu. In the next
page click on Import.

Developer

Device profiles vevserpone | e | |

Figure 8: Import Device profile

Like in the step about Thing definition, click on Attach files and select the file
LwM2ZM_profiles.json. Then click on Import button.

Now in the list of Device profiles will appear the Charlie_profile. Click on Edit button
(marked in green in Figure 9) and check that the device profile objects are properly
registered.

@@ = 5f8eaaad1cbhd740fe7¢4171 Charlie_profile ~ xxxxxx L XXXXX @XXXX.XXX 2020-10-20  XXXXXX. XXXXX @XXXXXXX 2021-07-13
i 09:15:25 08:48:51
+0000 +0000

Figure 9: Device profile imported
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2;.2.3. Import Trigger

On Developer page, click on Trigger from left menu. From this page, click on Actions and
from the drop down menu choose Import. Click on Attach files button, upload the file
triggers.json and after that, click on Import.

Developer

Triggers

@ Dashboard £ Table [E Templates @ Global variables Actions v
m 2 triggers found.
Daily success Da
Name ¥ Event type Started? Success count count Failure count co
ez il x Freefall_alarm Iwm2m.resource.change ED 43 6 4 0
8 import
eziied x 584 0 s

Figure 10: Trigger import

Inthe Triggers Table, the new Trigger is not running: click on the last symbol (tick symbol)
to make it run. The tick symbol will be replace by the cross symbol.

Then click on second symbol Edit. In the next page click on 2.email.send button and then
on pencil symbol

"]
@ Iwm2m.resource.change

Right-click or select then click
the edit icon to edit an event.

1. string.compare

5. alarm.publish

4. alarm. publish

Figure 11: email.send editing

In the next window, replace the field To with your email and then click on Add button.
After that, click on Update button.
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Iwm2m.resource change

QEEa

1. string.compare

5. alarm_publish

4. alam.publish

2. gMalsend
A 4

Figure 12: Update button

4.2.4. Create a new Thing

x

actionType:
body:

Telit

Node info

(click node to show more info)

2. email.send

Freefall occurred<br>Latitude:
$(action.B.value.6.0.0.value)
<br>Longitude:
$(action.6.value.6.0.1.value)
<br>Altitude:
$(action.6.value.6.0.2.value)
<br>Accuracy:
$(action.6.value.6.0.3.value)
<br>Timestamp:
$(action.6.value.6.0.5.value)
<br>
<br>https:/www.google.com/

Gancel

Before operating with the loT portal, it is necessary to create a new Thing on the portal.

The procedure is available at:

https://docs.devicewise.com/Content/Products/Management_Portal/Things/Creating-

a-thing-for-a-Telit-module.htm

In point 4 of the guide reported in the link above, in field Thing definitions choose

ME310G1-WW, which has the alarm interruptStatus.

In point 8 select the Device profile Charlie_profile.
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.5. CONNECT CHARLIE BOARD TO IOT PORTAL

5.1. Disable WWAN connection in Windows

Windows 10 users: by default, the OS is detecting and taking control of ME310
cellular connection. Please ensure this option is disabled as described in the
following paragraph.

Whenever the Charlie Board is set up with a valid APN, Windows 10 network manager is
able to detect this valid configuration and can automatically start a Dial-up connection as
soon as the module is connected to the PC.

In this scenario the context is already enabled by Windows, the agents inside the module
will get an error when trying to perform any connection using the same PDP context.

To avoid this scenario, it's necessary to disable the network adapter at runtime or change
the default setting in the Windows registry.

9.1.1.  Disable network adapter at runtime

e Open the Device Manager windows tool
e Open “Network adapters” section
e Search for “Telit USB WWAN Adapter” element

e Right-click and disable the device
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& Device Manager
File Action View Help

o @0 Em P EXG

v & D-ITC-GMELIS
» | Audio inputs and outputs
» W@ comDcom - serial port emulators
[ Computer
- Disk drives
5§l Display adapters
. B Firmware
» b Human Interface Devices
+ = IDE ATA/ATAP| controllers
» = Keyboards
b ' Mice and other pointing devices
. W8 Modems
» [l Monitors
v [ Network adapters
@ Intel(R) Ethernet Connection (2) 1219-LM
? MNpcap Loopback Adapter
@ TAP Adapter OAS NDIS 6.0
P Telit USB WWAN Adap'

@ WAN Miniport (IKEv2) Update driver
2P WAN Miniport (IP) Disable cevice
@ WAN Miniport (IPv6) Uninstall device

@ WAN Miniport (L2TP)
@ WAN Miniport (Netwe Scan for hardware changes

@ WAN Miniport (PPPOE oo
@ WAN Minipart (PPTP)

Disables the selected device.

Figure 13: Network adapter disable

This setting is applied only to the device currently connected to the computer,

should repeat this procedure for all new devices connected to the computer.

5.2. Telit AT Controller

so the user

After the installation, double click on Telit AT Controller icon to open the application.

Figure 14: Telit AT controller icon
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E?lick on the icon marked in red.

Figure 15: Setting icon

In the next window, set the parameters like in Figure 14. Then click on OK button
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o Teiit AT Contrnller

Settings
MKS
Port Settings | Settings |
»
; COMPort | COM50 --Telit USB Modem
; L
xaud Rate

[ 115200

SPldevices; l = I

e T
Parity

"V \
@ Even  0Odd (‘H:G\Spme

Stop Bits
‘.‘1

Figure 16: Setting window

Upon configuration, click on Connect button

Module information such as IMEI, Manufacter name, Model name an FW release will be
displayed
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Not Subiject to NDA



® [ ]
Telit Charlie Evaluation Kit. Application example -I-ent

F

. IMEL: F 4 \ -
359205100@&5@
Telit
L
ME310G1-WW f
{go”o.zn-nosz =
’ -

A

Figure 17: Setup completed

Then click on AT Terminal button
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T AT Terminal

A W

e ol . Ry

DTy eE e N
4 e .

My Commands .Text ~.Hex

Cellular 0K

& BLE AT#CIMI

P ERROR

Wi fi AT+CCID

ERROR

ATZBND=?

#BND: (0-5),(0),(1-252582047),(0),(0,2-1048578)

0K
) ATZBND?
#BND: 5,0,252582047,0,1048578

OK
AT+CCMI
Telit

0K
AT+CCMM
ME310G1-Ww

0K
ATESWPKCGV

§ 37.00.213-B052-P0C. 210000
MOC.200002-B052
P0OC.210000
A0C.210000

oK
AT+CCMI
Telit

Customm Add New | 'vv
- ol =)
AW

N\
ins <CTRLZ> | Ins <€SC> | Ins <CRLF> | Ins <CTRL-C>N
a K 4 »

COMS0 115200 ©DSR @Rl @DCD ©CTS “RTS | DR

Figure 18: AT Terminal console

9.3. Connection to the loT portal

The LwM2M client requires an active connection in order to be able to start the LwWM2M
handshake with the server and perform following interactions.

In case the LWM2M client is enabled before having an active connection, it will stay on
hold until data connection is active.

From a serial terminal, send the following AT commands:

e AT+CGDCONT=1,"IP",”YOUR_APN", to set the PDP context to be used by the
LWM2M client

e AT#SGACT=1,0, to let the LWM2M client handle the connection and the PDP
context startup

o ATH#LWM2MENA=1 (refer to AT#LWM2MENA=<en> on the AT commands
reference guide.)
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The LWM2M client will perform the Bootstrap (only the first time or when forced) and the
terminal will receive the following URC:

LWM2M-TLT: “BOOTSTRAPPING”,SSID=0,”coaps://bs.telit.io”

LWM2M-TLT: “BOOTSTRAPPED”,SSID=0,”coaps://bs.telit.io”

After the Bootstrap, the LWM2M client will perform the registration on the DM server,
and if the service is enabling through AT#LWM2MW=0,33211,0,0,1,1 command, the
following URC are received:

LWM2M-TLT : "REGISTERING”, SSID=99, “coaps://api-dev.devicewise.com”

LWM2M-TLT:”REGISTERED”,SSID=99, "coaps://api-dev.devicewise.com”

5.4. Add the object 3200

Next step is to add the object 3200 to the client. It corresponds to a digital pin which was
used to detect the interrupt generated by the freefall and for schedule the procedure to
send the email. In the folder you will find the file object_3200.xm!.

On module ME310G1 add the object 3200 with the followings AT commands:
1. ATHM2MWRITE="/XML/object_3200.xml", size

T AT Terminal

e e X\
1N @ eaw ,’\\
r ”
AT#SIMDET=1 x .rm -Hex lassificaton  Securty Details Previous Versions
AT+CPIN? oK
at+m2m=0
atSgpsacp
t =0
at$gpsnmun ATOBND=? Type of file: XML Document (.xml)
atSgpsnmun=1,1,1,1,1,1,1 #BND: (0-5),(0),(1-252582047),(0), (0,2-1048578)
atSgpscfg=3,1
oK
atSgpscfg=3.0 j AT#BND?
atsm2m=0 2BND: 5,0,252582047,0,1048578 ocation cuser (D
até#reboot oK
- AT+COMI
atSgpsp=1 Telit e on dis| B.00 KB (8.192 bytes)
atSgpsp=0

at#fastshdn 0K
S AT-COMM Thursday. July 1.2021.1:16:43 PM
at$gpscfg? ME310G1-Ww

AT#LWM2MSTS =0,999," coapsy/. oK
ATHWM2MW=033211.0011 | Sksswprcy

2 37.00.213-8052-P0C. 210000
atSgpsp? " =

iob}ect_3200

Openswith: [ Ofice XML Handler Change

Thursday. July 1. 2021. 11643 PM

Thursday, July 1, 2021, 1:16:43 PM
MOC . 200002-80'

atSgpsacp POC. 210000

atSgpsr=1 AOC. 210000 utes: [JRead-only [JHidden
atSgpsr=2 oK
at#lwm2mena=1,1 .‘FT;??‘I
at#flwm2mset=0,3200,0,55000, | -

w1 Cellular v ok
< >

AW
Custom Only ( Add New Delete \V «v Cancel
ry L) .
atem2mwrite ="/XM_/object_3200.xm" 563 | .' p——

> 4/
Ins <€SC> |

Ins <CTRL-Z> I

;‘ G 4
Ins <CR-LF> Ins <CTRL-C> \ «

- »
og file: COMS0 115200 O DSR @RI ®DCD ©CTS “RTS DR

4

Figure 19: Parameters for AT#M2MWRITE
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2. After the command AT#M2MWRITE, there will be the symbol >>>. It indicates that
the module is waiting for the upload of the file .xml. Click on the button marked in
red in Figure 15 and select the file object_3200.xml

T AT Terminal

) SN W@le v BT )
- AT#SIMDET=1 A /Ilvec lHex

AT+CPINZ AT+CCID

- at+m2m=0 ERROR
ATZBND="7

- atSgpsacp #BND: (0-5),(0),(1-252582047),(0), (0,2-1048578)
- at$gpsnmun=0 oK

at$gpsnmun=1,1,1,1,1,1,1 AT#END?

athpsdg:},I l*BND: 5,0,252582047,0,1048578
- at$gpscfg=3.0 ) ok

. at+m2m=0 AT+CGMI
Telit

at#reboot
= 0K

atSgpsp-1 AT+CCMM

-~ at$gpsp=0 ME310G1-WwW

. at#fastshdn

R oK
at$gpscig? ATESWPKGV
AT#LWM2MSTS=0,999," coaps:/, 37.00.213-B052-P0C. 210000

 ATELWM2MW=03321100.11 || poc. 209098 0"

. at$gpsp? § AOC. 210000

- at$gpsacp 0K
- at$gpsr=1 AT+CGMI

16

- atSgpsr=2 Telie

- attwmZmena=1.1 tdm2marit " /XML/object_3200.xn1",5563
m2mwrite= 200.xm1",

. atflwm2mset=0,3200,0,5500,0, | aon oo FeeEma

- Cellular v || 0K
< >
AE( »
Custom Only Add New Delete | \\
o K . L0,

|
La AW ¢ ~
Ins <CTRL-Z> | Ins <ESC> | Ins <CR-LF> | Ins <CTRL-C> \
a ll 4 lgn.

COMS0 115200 |[ODSR @RI @ DCD ©CTS “RTS |« DR

Figure 20: Uploading the file objct_3200.xml

3. ATH#REBOOT
4. AT#M2MLIST=/XML/ to verify if the file is uploaded
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T AT Terminal
Q&N @ W@ v
e

AT#SIMDET=1 Al et e
AT+CPIN? ATCOMT
at+m2m=0 Telit

at$gpsacp [1]4
at$gpsnmun=0 AT+CGMM

|ME310G1-Ww
atSgpsnmun=1,1,1,1,1,1,1

tSgpscfg=3,1 OK
atSgpscfg AT#SWPKGV
atSgpscfg=3,0 § 37.00.213-B052-P0C. 210000
a0 MOC.200002-B052

POC. 210000
at#reboot | A0OC. 210000
atSgpsp=1 oK
at$gpsp=0 | AT+CGMI
at#fastshdn Telit

atSgpscfg? oK
AT#LWM2MSTS=0,999," coaps:// at#m2mwrite="/XML/object_3200.xm1",5563

ATELWM2MW=033211.00.11 |50
2 at#m2mlist=/XML/

atSgpsp? I:#M2MLIST: <.>

atSgpsacp | #M2MLIST: <..>

at$gpsr=1 | #M2MLIST: “connagent.xm1",15664

#M2MLIST: "empty",1

atSgpsr=2 #M2MLIST: "object_3200.xm1",5563
at#lwm2mena=1,1 #M2MLIST: "object_3313.xm1",2930

| EM2M : f ~ 2 2
at#lwm2mset=0,3200,0,5500,0,C BESTR T = 3203320

- Cellular v || OK
< >

Custom Only Add uﬂ ‘ ‘ ‘Q'S\V
La AWV

°
Ins <CTRLZ> | Ins<€SC> | Ins<CRLF> | ns <cm|.£>‘w
»

a T g

COMS0 115200 ©DSR @RI ®DCD & CTs «RTS DR

Figure 21: List of the files in the directory XML

5. AT#LWM2MENA=1
6. On the portal there will be the object 3200
7. Create an object instance through AT#LWM2MNEWINST=0,3200,0
8. Reload the object browser page (click on tab LWM2M from main page and then on
Object browser)
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9 Digital Input 12200

Instance 0 1320010
@ Digital Input State 13200/0/5500
@ Digital Input Counter 13200/0/5501
@ Digital Input Polarity 13200/0/5502
@ Digital Input Debounce 13200/0/5503
@ Digital Input Edge Selection 13200/0/5504
@ Digital Input Counter Reset 13200/0/5505
@ Application Type 13200/0/5750
@ Sensor Type 13200/0/5751
@ Timestamp 13200/0/5518
@ Fractional Timestamp 13200/0/6050

Figure 22: Object 3200 on the loT portal
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s
Orase
Exec

Then you have to change the value of the Lifetime parameter from 60 to 120. To do that,

from module main page, click on tab

Things
Overview Details LWM2ZM LWM2M Device Management Attributes
Identity  TI0zIOnmDd95tury
Device profile  Charlie_profile
Remote address  151.99.1.17:6002
Protocol LWM2M-CoAP (DTLSV12)
Binding UQ
Lifetime 60
oo | s
Alarms
Name State
e Interruptstatus

Figure 23: LWMZM page

80xxxNTTyyyyA

LwM2M and then on Object browser.

Remote AT Events Files APl usage Actions w

Created on  2021-06-21 08:07:07 +0000
Updated on  2021-06-21 08:07:07 +0000
Reported on  2021-07-21 14:04.56 +0000
Registered on  2021-07-21 13:55:26 +0000
Deregistered on  2021-07-21 14:04:56 +0000
Bootstrapped on  2021-07-21 13:38:15 +0000

Message Timestamp

Nessun Interrupt 2021-07-21 13:11:02 +0000
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bn Object browser page, click on LwM2M Server and then on Write button in field

Lifetime.
Encoding
20
@ | wM2M Server n M
Create new instance
Instance 0 0 [ onsene | Read |
@Short Server ID oo [ Otiserve | Read | Atriutes |
aLifetime i [ Observe | Read | winte [ Atbutes
@ Default Minimum Period Mior @m Attributes.
@ Default Maximum Period nior3 mm
@Disable Hio4
@ Disable Timeout 1o [ Obsene | Read | wie | Awibutes |
@ Notification Storing When Disabled or Offline i | ovserve | Reas | wite | Awbutes |
@Binding nirr Read m Attributes.
@ Registration Update Trigger Mo Exec
@Bootstrap-Request Trigger Hios [ Eeec |
@APN Link oo [ Ouserve | Read | wite | Atriutes |
@TLS-DTLS Alert Code 1014 [ Otserve | Read | Atmbutes |
©Last Bootstrapped MMz m

Figure 24: LwMZM Server object

Lifetime

(Integer) Specify the lifetime of the registration in seconds (see Client Registration Inferface).

120

Figure 25: Lifetime field

Click on Update button to update the value.
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.6. DETECTING A FREEFALL WITH CHARLIE BOARD

For the example described in this chapter, there are two variants: one for product 2G and
one for product 4G.

It is necessary to select the wireless technology that will be used.
Please read the AT commands reference guide regarding the command

AT+WS46.

6.1. Select the wireless technology

To select the wireless technology, from a serial terminal send to the module the following
command

o AT+WS46=12 if you want to use 2G technology
o AT+WS46= 28 if you want to use 4G technology

After you send the command, the module needs a reboot to store in the memory the
select wireless technology. To do that, send the AT command ATH#REBOOT.

6.2. Detecting freefall with Charlie Board
On Arduino IDE, go to File->Examples->ME310G ] and select which sketch would you use.

Warning: if your SIM needs the PIN code, you need to change the char pin/]
variable value XXXX with your PIN code in both Arduino sketches.

Upload the sketch on Telit Charlie. After done uploading, open the serial monitor to trace
the application’s flow.
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-
File Edit Sketch Tools Help

int,

m

myME310.module_reboot () ;

“Talit Test AT MMM ccelesometest);
10 ON") ;
immun command ATYCMEE=2 and wait for answer or imesut]

=yME310. report_mobile_equipment_erros(2);

flissue <

semand AT+CPIN? in read mode, check that the SIN is inserted and the meduls is not waiting for the PIN
ayME3L0.read entes pin();

sponse in 1 array position

(myME310.buffer_cstr (1), "+CPIN: SIM PIN®) == 0)

Serial.p

n("Insert SIM BIN");

//isaus command AT+CPTN=pin
re = myME310.enter_pin(pin);
if (re = ME310::RETURN_VALID)
1

serial.pr

t1n("PIN inserted”);
serial.pr

tln("gelect wireless tecnology ");

/issue command ATAWS$612(26)

T = myME310.select_wireless_network(12);

if (re == ME310::RETURN_VALID)

1
f/issue command ATHCREG? to check the network status
Serial.printin("Network status®);

rc = myME310.read_network_registration_status();

serial.println(myME310.buffer_cstr(1));

if (rc == ME310::RETURN VALID)

Figure 26: Serial monitor Arduino IDE

80xxxNTTyyyyA Page 28 of 40 2021-07-20

Not Subiject to NDA



® °
Telit Charlie Evaluation Kit. Application example -I-ent

) © COM53
|

Telit Test AT LWM2M accelerometer
ME310 ON

Network status
+CEREG: 0,1

BMR400 Raw Data
EMZ400 is connected

Device InitializationBuffer LEN=80

0x0 0x590
0=l 0xns
0x2 0x0
Ox3 Ox54
Ox4 0x20
Ox5 Ox0
0xe 0x7D
0Ox7 OxF
0xB OxFB
OxS OxD
OxR 0xB
OxB 0Ox53
0=xC 05D
OxD Ox0
OxE 0x0
OxF Ox0
0x10 0x0
Ox11 Ox1F
0xlz2 0x0
0Ox13 Ox0
Oxl4 0x80
Ox15 Ox0
Oxle 0x0
0Ox17 Ox0
0xl8 0x0
Ox19 Ox2
Oxla 0x49
Ox1B Ox0
oxlc 0x0
0Ox1D Ox0

Figure 27: Execution flow
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@ Ccoms3

|

0x3D Ox0
0x3E 0x0
Ox3F OxFO0
0x40 0=l
Ox41 Ox3F
Ox42 0x0
Ox43 Oxn
Ox44 0x0
Ox45 Ox0
Ox4e 0x0
Ox47 Ox0
0Ox48 0x0
Ox49 Ox0
Ox4n 0x0
Ox4B Ox0
Ox4c 0x0
Ox4D Ox0
Ox4E 0x0
Ox4F Ox0

Freefall not occurred
Freefall not occurred
Freefall not occurred

Freefall not occurred

B e e e o

Freefall Occurred

E e e

Enabling and registering LWMZ2M client
Registered on server DM

Writing 1 in resource 33211/0/0/0
VALID

SGpSCcFG: 1,1,1,1,1

Switching to GNSS priority

Switched to GNSS

Figure 28: Execution flow [2]

Verify on loT portal that client is registered to the server. In Figure 29, this is visible in
field Last Seen, in which the green clip indicates the registration. If the client is not
registered to the server, the clip will be red.
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-Things
Overview Details LwmzMm LWM2M Device Management Attributes Remote AT Events Files APl usage Actions w
Id  60d048aalc5bd76ffc652e72
Thing definition ME310G1-WW = @
Key 359205100305400
Last seen & 3 seconds agoX
Tags
Security Tags
Location Raccordo Autostradale 13 Sistiana-Padriciano
Aurisina Santa Croce / NabreZina KriZ, Friuli-Venezia Giulia 34011 IT (History) @
Identity @ Unlocked
Alarms
Name State Message Timestamp
® interruptstatus Nessun Intermupt 2021-07-15 09:08:05 +0000

Figure 29: Registration on loT portal

Note that in Figure 29 the alarm status is set to false.

When the freefall occurred (like in Figure 28], the MCU will send the command
ATHLWM2MENA=1,1 to enable the client registration. Then on loT portal there will be the
situation illustrated in Figure 29.

In GPS priority, the client perform a LwM2M read operation every 10 seconds on resource
6/0/3, corresponding to GPS accuracy, until the reosurce value is below 20.0000.

When the value is below 20.0000, the pririty is switche to WWAN, licke in Figure 28.

Switched to WWAN

Figure 30: Priority switched to WWAN
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On portal side the situation is

359205100305400

Overview Details Lwmzm

Identity

Device profile
Remote address
Protocol
Binding
Lifetime

LWM2M Device Management

Gma1Zrl5e758hHs0
Charlie_profile
151.99.1.17:6002
LWM2M-CoAP (DTLSv12)
ua

120

Alarms

Figure 31: Alarm true

@ Firmware Update

@ | ocation

Instance 0
©Latitude
@Longitude
@Altitude
@Radius
© Velocity
@ Timestamp
©Speed

Figure 32: GPS fix

B peefall

deviceWISE loT Platform <noreply@devicewise.com>
To © D

EmailTranslator V1.1

Name

interruptstatus

Attributes Remote AT Events Files APl usage

18/0
16/0/0
16/0M
16/0/2
181013
16/0/4
16/0/5
16/0/6

Created on
Updated on
Reported on
Registered on
Deregistered on
Bootstrapped on

State Message

True Interrupt

@0

©45.71367438
©13.73800109
(D242.68244934082
©13.335973739624
®bearing=0, hSpeed=0
©2021-07-15T09:11:10Z

2021-06-21 08:07:07 +0000
2021-06-21 08:07:07 +0000
2021-07-15 09:11:37 +0000
2021-07-15 09:10:06 +0000
2021-07-15 09:08:07 +0000
2021-06-22 12:58:46 +0000

Timestamp

2021-07-15 09:11:39 +0000

Telit

Actions v

i €3 Reply ‘ 3 Reply All

—> Forward ‘ E‘

CAUTION:From external sender. Do not click unexpected links or attachments

Freefall occurred

Latitude: 45.71367438

Longitude: 13.73800109

Altitude: 242.6824493408203
Accuracy: 13.335973739624023
Timestamp: 2021-07-15T09:11:10Z

Figure 33: Email sent with the GPS coordinates
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Switched to WWAN
Writing 0 in resource 33211/0/0/0
Disabling client
Client disabled

Autoscroll [_] Show timestamp

Figure 34: Execution flow (4]
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:7. PRODUCT AND SAFETY INFORMATION

7.1. Copyrights and Other Notices
SPECIFICATIONS ARE SUBJECT TO CHANGE WITHOUT NOTICE

Although reasonable efforts have been made to ensure the accuracy of this document,
Telit assumes no liability resulting from any inaccuracies or omissions in this document,
or from the use of the information contained herein. The information contained in this
document has been carefully checked and is believed to be reliable. Telit reserves the
right to make changes to any of the products described herein, to revise it and to make
changes from time to time without any obligation to notify anyone of such revisions or
changes. Telit does not assume any liability arising from the application or use of any
product, software, or circuit described herein; neither does it convey license under its
patent rights or the rights of others.

This document may contain references or information about Telit's products (machines
and programs), or services that are not announced in your country. Such references or
information do not necessarily mean that Telit intends to announce such Telit products,
programming, or services in your country.

7.1.1.  Copyrights

This instruction manual and the Telit products described herein may include or describe
Telit copyrighted material, such as computer programs stored in semiconductor
memories or other media. The laws in Italy and in other countries reserve to Telit and its
licensors certain exclusive rights for copyrighted material, including the exclusive righ to
copy, reproduce in any form, distribute and make derivative works of the copyrighted
material. Accordingly, any of Telit's or its licensors’ copyrighted material contained
herein or described in this instruction manual, shall not be copied, reproduced,
distributed, merged or modified in any way without the express written permission of the
owner. Furthermore, the purchase of Telit products shall not be deemed to grant in any
way, neither directly nor by implication, or estoppel, any license.

7.1.2.  Computer Software Copyrights

Telit and the Third Party supplied Software (SW) products, described in this instruction
manual may include Telit's and other Third Party's copyrighted computer programs
stored in semiconductor memories or other media. The laws in Italy and in other
countries reserve to Telit and other Third Party, SW exclusive rights for copyrighted
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computer programs, including - but not limited to - the exclusive right to copy or
reproduce in any form the copyrighted products. Accordingly, any copyrighted computer
programs contained in Telit’s products described in this instruction manual shall not be
copied (reverse engineered) or reproduced in any manner without the express written
permission of the copyright owner, being Telit or the Third Party software supplier.
Furthermore, the purchase of Telit products shall not be deemed to grant either directly
or by implication, estoppel, orin any other way, any license under the copyrights, patents
or patent applications of Telit or other Third Party supplied SW, except for the normal
non-exclusive, royalty free license to use arising by operation of law in the sale of a
product.

7.2. Usage and Disclosure Restrictions

7.2.1. License Agreements

The software described in this document is owned by Telit and its licensors. It is furnished
by express license agreement only and shall be used exclusively in accordance with the
terms of such agreement.

7.2.2. Copyrighted Materials

The Software and the documentation are copyrighted materials. Making unauthorized
copies is prohibited by the law. The software or the documentation shall not be
reproduced, transmitted, transcribed, even partially, nor stored in a retrieval system, nor
translated into any language or computer language, in any form or by any means, without
prior written permission of Telit.

7.2.3. High Risk Materials

Components, units, or third-party goods used in the making of the product described
herein are NOT fault-tolerant and are NOT designed, manufactured, or intended for use
as on-line control equipment in the following hazardous environments requiring fail-safe
controls: operations of Nuclear Facilities, Aircraft Navigation or Aircraft Communication
Systems, Air Traffic Control, Life Support, or Weapons Systems (“High Risk Activities").
Telit and its supplier(s) specifically disclaim any expressed or implied warranty of fitness
eligibility for such High Risk Activities.
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'.7.2.4. Trademarks

TELIT and the Stylized T-Logo are registered in the Trademark Office. All other product
or service names are property of their respective owners.

7.2.5.  Third Party Rights

The software may include Third Party’'s software Rights. In this case the user agrees to
comply with all terms and conditions imposed in respect of such separate software
rights. In addition to Third Party Terms, the disclaimer of warranty and limitation of
liability provisions in this License, shall apply to the Third Party Rights software as well.

TELIT HEREBY DISCLAIMS ANY AND ALL WARRANTIES EXPRESSED OR IMPLIED FROM
ANY THIRD PARTY REGARDING ANY SEPARATE FILES, ANY THIRD PARTY MATERIALS
INCLUDED IN THE SOFTWARE, ANY THIRD PARTY MATERIALS FROM WHICH THE
SOFTWARE IS DERIVED (COLLECTIVELY “OTHER CODES"), AND THE USE OF ANY OR ALL
OTHER CODES IN CONNECTION WITH THE SOFTWARE, INCLUDING (WITHOUT
LIMITATION] ANY WARRANTIES OF SATISFACTORY QUALITY OR FITNESS FOR A
PARTICULAR PURPOSE.

NO THIRD PARTY LICENSORS OF OTHER CODES MUST BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING WITHOUT LIMITATION LOST OF PROFITS), HOWEVER CAUSED AND
WHETHER MADE UNDER CONTRACT, TORT OR OTHER LEGAL THEORY, ARISING IN ANY
WAY OUT OF THE USE OR DISTRIBUTION OF THE OTHER CODES OR THE EXERCISE OF
ANY RIGHTS GRANTED UNDER EITHER OR BOTH THIS LICENSE AND THE LEGAL TERMS
APPLICABLE TO ANY SEPARATE FILES, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

7.2.6.  Waiwer of Liability

IN NO EVENT WILL TELIT AND ITS AFFILIATES BE LIABLE FOR AY DIRECT, INDIRECT,
SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY
INDIRECT DAMAGE OF ANY KIND WHATSOEVER, INCLUDING BUT NOT LIMITED TO
REIMBURSEMENT OF COSTS, COMPENSATION OF ANY DAMAGE, LOSS OF
PRODUCTION, LOSS OF PROFIT, LOSS OF USE, LOSS OF BUSINESS, LOSS OF DATA OR
REVENUE, WHETHER OR NOT THE POSSIBILITY OF SUCH DAMAGES COULD HAVE BEEN
REASONABLY FORESEEN, CONNECTD IN ANY WAY TO THE USE OF THE PRODUCT/S OR
TO THE INFORMATION CONTAINED IN THE PRESENT DOCUMENTATION, EVEN IF TELIT
AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES
OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY.

80xxxNT 1yyyyA Page 36 of 40 2021-07-20



[ ]
Telit Charlie Evaluation Kit. Application example -I-ent

7.3. Safety Recommendations

Make sure the use of this product is allowed in your country and in the environment
required. The use of this product may be dangerous and has to be avoided in areas where:

e itcaninterfere with other electronic devices, particularly in environments such as
hospitals, airports, aircrafts, etc.

e there is a risk of explosion such as gasoline stations, oil refineries, etc. It is the
responsibility of the user to enforce the country regulation and the specific
environment regulation.

Do not disassemble the product; any mark of tampering will compromise the warranty
validity. We recommend following the instructions of the hardware user guides for
correct wiring of the product. The product has to be supplied with a stabilized voltage
source and the wiring has to be conformed to the security and fire prevention regulations.
The product has to be handled with care, avoiding any contact with the pins because
electrostatic discharges may damage the product itself. Same cautions have to be taken
for the SIM, checking carefully the instruction for its use. Do not insert or remove the SIM
when the product is in power saving mode.

The system integrator is responsible for the functioning of the final product. Therefore,
the external components of the module, as well as any project or installation issue, have
to be handled with care. Any interference may cause the risk of disturbing the GSM
network or external devices or having an impact on the security system. Should there be
any doubt, please refer to the technical documentation and the regulations in force. Every
module has to be equipped with a proper antenna with specific characteristics. The
antenna has to be installed carefully in order to avoid any interference with other
electronic devices and has to guarantee a minimum distance from the body (20 cm). In
case this requirement cannot be satisfied, the system integrator has to assess the final
product against the SAR regulation.

The equipment is intended to be installed in a restricted area location.

The equipment must be supplied by an external specific limited power source in
compliance with the standard EN 62368-1:2014.

The European Community provides some Directives for the electronic equipment
introduced on the market. All of the relevant information is available on the European
Community website:
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8. GLOSSARY

APN

IMEI

IMSI
1/0

JSON
LWM2M

PDP

RTC
SIM
USB

URC

XML

WWAN

80xxxNTTyyyyA

Telit

Access Point Name - It's the gateway name between a GSM, GPRS,
3G or 4G mobile network and another computer network (usually
the internet)

International Mobile Equipment Identity- It's aunique number that
is associated with all 2G-5G devices

International Mobile Subscriber Identity- It's a unique number that
Is associated with all SIM cards

Input Output

JavaScript Object Notation- It's a text-based data interchange
format designed for transmitting and storing structured data, both
human readable and machine readable

LightWeight Machine to Machine- loT application protocol
designed for bidirectional communication between devices and a
central server

Packet Data Protocol- It's a protocol that defines a specific data
structure that allows the device to communicate using the Internet
Protocol

Real Time Clock
Subscriber Identification Module

Universal Serial Bus

Unsolecited Result Code- It's the message returned by the mobile
equipment (the modem]) that is not a direct result of an AT
command. It could be a soft interrupt or the response of an AT
asynchronous command

eXtendible Markup File- It's a markup language that defines a set
of rules for encoding documents in a format that is both human-
readable and machine-readable

Wireless Wide Area Network, is a form of wireless network usually
associated to mobile bradband connection.
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< 9.DOCUMENT HISTORY

Revision Date Changes

From Mod.0809 rev.3
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